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• Impact: Costly regulatory 
inquiries and penalties, 
consumer and shareholder 
lawsuits, loss of consumer 
confidence

• Motivation: Financial gain

• 2017 Outlook: Cyber-
extortion 
will continue to rise

• Impact: Competitive advantage, trade secret disclosure, 
operational disruption, brand and reputation

• Motivation: Personal advantage, monetary gain, 
professional revenge, patriotism

• 2017 Outlook: More organizations will implement insider 
threat mitigation programs and processes

• Impact: Disruption of business activities, brand and 
reputation, loss of consumer confidence

• Motivation: Negatively impact reputation, drive 
attention to a cause, pressure for change

• 2017 Outlook: Expected to escalate attack methods 
with high-profile data breaches

• Impact: loss of competitive advantage, 
disruption 
to critical infrastructure

• Motivation: Economic, political, and/or military 
advantage

• 2017 Outlook: Will continue to strengthen their 
defensive and offensive cyber skills
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Ghana’s Cybersecurity Laws

• The Data Protection 

Act, 2012 (Act 843) - sets 

out the rules and principles governing 

the collection, use, disclosure and care 

for personal data. 

• Cybersecurity Act, 

2020(1038) –This is an act 

established to regulate the Cyber 

Security Authority and it also applies to 

cybersecurity activities in the country.

• Electronic 

Transactions Act, 

2008 (ACT 772) - This 

Act applies to electronic 

transactions and electronic records 

of every type. 

o The validity of electronic contracts,

signatures and transactions
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• Critical Information Infrastructure of 

Ghana

• Lands Commission has been gazetted as 

a CII

• Lands Commission must comply with the 

CII Directive
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CYBERSCUEITY ACTS 2020, CII REQUIREMENTS



Key Risk Areas in Land Administration System 
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CYBERSECURITY PORTFOLIO
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A portfolio is  a 

collection of 

programs, projects, 

and operations 

managed as a group.

Cybersecurity Portfolio Management



Benefits of ISO 27001 

• Provides a structured framework 

for setting information security 

objectives

• Ensures that an appropriate 

process is followed to establish 

effective information security 

controls

• Encourages continual 

improvement in information 

security

• Ensures that everyone is aware 

of their roles and responsibilities 

for information security
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CYBERSECURITY MATURITY MODEL

To be effective, executives 

should have adequate 

understanding of the 

organization’s capability 

and define the future 

direction for risk controls. 

To achieve this, ports and 

port facilities may wish to 

consider first performing a 

cybersecurity capability 

maturity assessment of their 

entire organization. 

Source: Building Cyber Resilience in Asset Management; KPMG (May 2018)
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Poor cybersecurity outcomes are 
typically as a result of poor governance 

and management 
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Attention


